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Cyber and breach response coverage
By Brien O’Connor,
Vice President
Texas Bankers Insurance Agency

F

or over 25 years, I’ve had the privilege of representing
banks for their insurance needs here in Texas. Our insurance agency, Texas Bankers Insurance Agency (TBIA),
specializes in Financial Institution Bonds, Directors and Officers
Liability and Commercial Package insurance. During the last 15
or so years, our agency has also been providing Internet/Cyber
Liability insurance to our bank customers.
In the last year or two when I would discuss Cyber
Liability, I would point out (correctly) that the coverage provided by most Cyber policies was for lawsuits stemming from
a bank being hacked and data stolen. Customers may sue for
things such as invasion of privacy; Gramm-Leach-Bliley violations or identity theft. I would then go on to say in the 15
plus years of offering this coverage I had not seen a suit in
this area. That is true.
However, it’s important to realize that it doesn’t
mean that a bank may not have been breached. It just
means they haven’t been sued.

The recent hacking of Sony Pictures sent a clear and ominous message to everyone who has sensitive information. The
message is, not only can it happen, it does happen. If you read
the details of the hack, personal emails were divulged.
Salaries of actors were given out, not to mention copies of
movies. In short, I think that the Sony hack once again
brought this exposure that all banks face to light again. And
from recent reports, it may have been done by rogue or
recently fired employees.
Since 2005, there have been more than 864 million personal records breached in the U.S. Forty-seven percent of
those are attributable to malware or hacking. Eighteen percent of all U.S. Internet users have reported that they have
had personal information stolen following a breach of online
privacy.
And finally, and importantly to bankers, 47 states have
their own laws regulating what must be done should there be
a data breach – and this includes Texas.
Again, where I think most banks are missing the
mark in this area is that many banks focus exclusively
on data breach protection, and fail to pay significant
attention to what they must do when the walls are
breached.
A study conducted in 2014 by the Economist Intelligence
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Civil money penalty insurance is back
Brien O’Connor, Vice President, Texas Bankers Insurance Agency

O

ur agency is excited to announce
the availability of our newest
Professional Liability insurance
product: Civil Money Penalties
(CMP) Personal Protection Policy.
This product was developed by one of
our companies to address the coverage
gap resulting from the FDIC mandate
that coverage could no longer be
endorsed to a financial institution’s
Directors & Officers (D&O) Policy. The
CMP Personal Protection Policy is a
separate, stand-alone insurance policy
that is purchased directly by the D&Os
of Community Banks.
Because it is not purchased by, nor
included as part of the bank’s D&O
policy, it does not violate any FDIC rulings regarding CMP.

Descriptions of coverage
CMP policy insures the individual
Director or Officer against CMPs leveled against them by a federal banking
Regulatory Agency (FDIC, OCC, FRB).
Note – it does not pay or reimburse for
defense costs. Typically, any suit relating to CMP would be covered under
most D&O insurance policies.

Definitions
• Civil Money Penalties means monetary penalties or fines imposed by a
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existing D&O policy, in order to
obtain common expiration dates.
• In determining the insurability of
CMPs, the law of the jurisdiction
most favorable to the insurability of
such penalties or fines applies.

Regulatory Agency against the
Institution-affiliated Party. The term
does not include defense expenses,
fees, multiplied damage awards,
taxes, disgorgement and matters
uninsurable under the law. For
purposes of determining the insurability of Civil Money Penalties, the
law of the jurisdiction most favorable
to the insurability of such penalties
or damages will apply.
• Wrongful Act means any actual or
alleged error, omission, misstatement,
misleading statement, neglect or
breach of duty by the Institutionaffiliated Party while acting in his or
her capacity as a duly elected or
appointed director, trustee, officer,
governor, employee, member of the
board of managers or trustees, or any
equivalent position, of the Company.

We need one short application. Our
underwriter will confirm eligibility and
coverage can be bound immediately.

Additional coverage facts

Contact us TODAY

• This product is a "primary" policy,
written on an E&S (Excess and
Surplus) basis. (There are additional
fees and taxes).
• The bank must meet Underwriting
Guidelines in order for the D&Os to
qualify for coverage.
• Coverage is available on an annual
basis; however, coverage may be written to expire at the same time as the

In summary, this new CMP product
was designed specifically to help community banks attract quality
management, while at the same time
providing the board with “peace of
mind” protection. To learn more about
our new CMP product, drop us an email
at insurance@texasbankers.com or call
our office at 800-318-4142. n

Costs
The pricing for this coverage is affordable. $100,000 of coverage is $750.
$250,000 is $1,500 per director/officer
with $0 deductible. If you want to add a
$1,000 deductible, the premium is
reduced to $500 and $1,000. (Surplus
lines taxes and fees are additional)

Applying for Coverage is
easy!

Top 5 threats to e-banking in the U.S.
Latresa Powell, CIC, CRM, Vice President, Texas Bankers Insurance Agency

T

he continued lack of more stringent E-Banking security controls
in the U.S. is fueling an ongoing
battle against fraud, which has
increased by 70 percent on bank cards
alone since 2004.
According to Gemalto, the most troubling fraud schemes that financial
institutions and their customers
wrestle with today include:
Phishing — using mass emails or
instant messaging to make users reveal
their credentials by logging into a fake version of a trusted website. The user is lured
into a replica of a familiar site, such as an
internet banking site. Thinking that he/she
is at the real website, the user enters a password or credit card number. The attacker
can then use that information to get access
to the account and perform transactions.
Man-in-the-Middle — Accessing
information by secretly intercepting a
communication between two
trusted/trusting users. The attacker is
able to interact with the user and present data from the host on a fake site,
without either party knowing the link
between them has been compromised.
Man-in-the-Browser — Infecting a
web browser with malware in order to
take control of the user’s computer. It
cannot be stopped by SSL (Secure
Sockets Layer) and/or standard multi
factor authentication. The attacker can

Cyber and breach coverage
continued from page 1
Unit found that more than a third of
customers of companies that had suffered a data breach no longer did
business with the companies in question — because of the breach.
Consequently, the way a bank manages
its breach to maintain customer trust
can be critical.
At the recent TBA-sponsored
Executive Leadership of Cybersecurity
Conference in December, it was pointed
out that banks should consider having
a detailed, documented plan that designates who is responsible for leading the
response and what recovery efforts a
bank should perform once it’s hacked.
In addition, a recent survey of 500
banks conducted by the Federal
Financial Institutions Examination
Council (FFIEC) revealed large gaps in

insert and modify transactions by controlling the screen content of the
browser. Meanwhile neither the user
nor the browser is able to detect the
attack.
Social Engineering —
Manipulating people to perform actions
or to gain access to systems or information. The attacker gains the trust of the
user and convinces the user to reveal
their password by arguing that it is
needed for system administration.
Whaling — Much like phishing, but
targeted specifically at individuals with
significant resources. The attacker

targets executives at companies or high
net worth individuals with assets in
financial institutions. Focusing on one
individual, the attacker gets personal,
making the attack more convincing and
harder to detect.
For more information on common
fraud schemes as well as insurance
solutions for these risks, contact us at
insurance@texasbankers.com or call
800-318-4142. n

bank security. The FFIEC has stated
that they are going to look at the
following in months to come:
• Cyber Risk Management as a part of
the role of a bank’s Board of
Directors
• Threat intelligence sharing between
financial institutions
• Stricter cyber security controls such as
network-intrusion detection systems
• Not allowing banks to be solely
dependent on third parties for the
entire bank’s security program
• Requiring a cyber-disaster and business continuity plan in the wake of a
cyber-incident.
Today, there are several companies
that are offering more than just the
Legal Liability coverage in cases where
the bank is sued. These coverages
include contacting all affected customers, credit restoration services,
credit monitoring, forensic and

legal expenses relating to the
breach, as well as assistance with
the public relations nightmare that
can come from a breach.
But these policies can vary from
company to company. Some policies are
more robust than others. In addition,
the costs can vary widely depending on
the limits and the company providing
them.
When your Cyber Liability renews
this year, contact us so that we can
assist you in obtaining the broadest
coverages available for your bank, and
at the most competitive pricing.
Remember — not all Cyber Liability
policies are alike. You need to obtain
the best policy you can for your bank
and its unique exposure. You can contact us at TBA at 800-318-4142 or
email us at
insurance@texasbankers.com. n

Source: Gemalto.com/Federal Reserve Bank of
Atlanta

Spring 2015

3

203 W. 10th Street
Austin, Texas 78701

We work for you!

T

exas Bankers Insurance Agency is
proud to say we have served the
banking community for over 25 years.
We have been blessed to work with great
bankers and currently insure over 200
banks nationwide. We provide a wide
variety of insurance products but we also
educate our clients and keep them
abreast of the latest insurance issues
and claims trends. But our agency does
much more than sell insurance.
On occasion, we hear from bankers
that their insurance agent is a bank
customer, a board member or a close
friend. So buying insurance coverage
from Texas Bankers Insurance Agency
may not be an option. We do understand the value of these situations.
However, we can be a resource for your
bank and help preserve your local busi-
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ness relationships through our consulting services.
Here are a few of the fee-based consulting services we can offer:
• Review all insurance policies and
advise you of any restrictive policy
language or missing coverage.
• Review insurance losses and offer
risk control help to reduce premium
hikes.
• Inspect locations for property, liability or workers compensation claim
issues.
• Educate staff on the proper way to
complete insurance applications, how
to report changes to coverage or
report claims.
• Provide insurance checklists with
helpful insurance tips that protect
your bank.

• Provide RFP (request for production
services). We can take on your insurance application process, assign
insurance agents, review proposals
and provide input. We can help
implement your new insurance
program into the bank.
• Insurance presentations for your
board of directors meetings. Our
presentation includes coverage
discussions, hot topics in the banking
industry and where the insurance
claims are occurring in Texas and
nationwide.
• Hold insurance educational seminars.
These can be done by phone, webinar
or on site.
We hope the next time your insurance coverage is up for renewal, you will
consider calling our agency experts. We
will help you get the proper insurance
coverage at a fair price. For more information call our agency at 800-318-4142
or email insurance@texasbankers.com. n

